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Executive Summary 
 
As broadband access proliferates and the price of bandwidth falls, companies and 
consumers use IP networks for more sophisticated applications. The 21st century Internet 
has changed the way applications are developed and deployed as the location of the data 
and user become decoupled. 
 
Many examples exist: Millions of users rely on Internet-based mail accounts, company 
financial information resides on database servers in remote offices, sales and contact 
information is hosted by third party servers, cheaper VoIP services are widely available 
and IP TV are becoming mainstream. 
 
With all of the technology behind the advance of IP applications, consumers only care 
about their quality of experience, such as “what is my web page response time”? 
 
Different applications have various performance objectives and quality thresholds – even 
across networks the same application may have a variety of performance goals. For 
example, an on line shopping website may wish that the time to download a Web page is 
less than one second when one thousand subscribers are connected. For another, this may 
be acceptable with one million subscribers. The three-way relationship between 
application performance, QoS settings and network load is highly complex, non-linear 
and very fluid, as a small increase in application traffic can have a disastrous affect on 
application performance. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
To compound network performance, the growth of mission-critical Web applications has 
been met with an increase in security attacks against those very applications users have 
become dependent upon. The cost of such attacks is such that corporations and vendors 
must invest in elaborate security policies made possible by next generation security 
devices and application-aware firewalls. Without such protection, an entire VoIP system 
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could be shutdown or access to web sites disabled with severe consequences for the 
customer. Very often, outages due to security attacks are unquantifiable. For many 
companies, security is the number one deterrent for VoIP deployment, despite the cost 
savings. 
 
 
Security devices have become smarter to counter the growing number of threats by 
reviewing traffic for attack anomalies. A balance is required such that each application is 
given adequate bandwidth while passing efficiently but securely through the network. 
Too many security checks will impact performance; too few make the application and 
service vulnerable. 
 
 
 
 

 
 
 
Security has come at a price which is to effectively reduce application performance. 
Where the cost of bandwidth once limited available network capacity, the new bottleneck 
is now the firewall. The performance degradation of effective security is difficult to 
predict. Simply stated, there are far too many security levels and options that impede 
applications in different ways. 
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Testing the performance of secure IP networks requires a flexible and scalable tool that 
quantifies user-experience in many different secure environments. This paper discusses 
three main requirements of such a test platform: 
 
 

1. Test Platform Performance 
2. Flexibility for a variety of situations 
3. Use cases testing the performance of a secure network 

 
 
This application note is written for security vendors, network operators, IT managers and 
System Integrators who wish to test and characterize the performance of security policies 
on networks by employing firewalls, Intrusion Detection Systems, load balancers, QoS 
traffic managers or content filters. Shenick Network Systems diversifEye can emulate 
millions of Internet subscribers that generate good, bad and illegal traffic, whilst 
measuring the performance of the network and the end user's experience. 
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Performance Requirements 
 

Shenick diversifEye is an easy-to-use application emulation and performance analysis 
test platform designed to determine the performance limitations of secure networks. It has 
the capacity to emulate millions of virtual clients, generating good, bad and illegal traffic 
while measuring the performance of  

 
·  The Network 
·  The Service (e.g. Class of Service settings ) 
·  Individual Quality of Experience for application end users 

 
 

When testing devices such as firewalls for maximum data throughput or traffic shapers 
for the maximum number of open sessions, the user must be confident that application 
performance is not unduly affected. Therefore, a robust test platform that emulates large 
quantities of user traffic is essential. For security tests, a diversifEye platform can 
generate  
 

·  430,000 Attack Packets Per Second 
·  2 Million concurrent sessions (2m web users) 
·  67,000 application connections and transfers per second 
·  Gigabits of traffic per second 
·  10,000 Emails per second 
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This level of performance is important when testing firewalls. For example, each new 
connection requires the firewall CPU to process the connection, therefore consuming 
resources and ultimately blocking new connections. For each connection, the firewall 
maintains information about the sessions, consuming memory and CPU. A single 
diversifEye can determine if a firewall can handle 2 million connections. 
 
 
diversifEye is an integrated L2-L7 test platform, which means that each test port can 
generate 1 Gbps stateless TCP traffic. Therefore, a combination of stateless TCP and L4-
7 stateful applications can readily generate several Gigabits of traffic for testing the 
throughput of the largest firewall platforms on the market today. 
 
 
For increased scalability, several platforms are daisy-chained together, giving a highly 
scalable test platform, controlled by a single GUI. For example, the following setup is 
used to test a network capable of 130,000 HTTP 1.1 Transactions/sec or 4 million 
sustainable TCP connections or 8 Gbps. 
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Flexibility 

 
The performance of a firewall, and thus a network, depends on the application mix and 
the security settings. A useful set of performance tests for one company may well be 
pointless for another. Many security vendors issue performance metrics of their products 
but consumers are increasingly aware these are meaningless in certain environments. 
Therefore, flexibility of the test tool is paramount, especially in generating the traffic and 
measuring the performance as experienced by the end-user. 
 
 
The Good 
 
diversifEye quickly and efficiently generates traffic for throughput, connection rate and 
concurrent performance tests with one or more applications. For example, a user can 
quickly emulate 

 
·  Millions of Web Clients 
·  Thousands of Email Clients from SMTP/POP3 from diversifEye templates 
·  High volumes of Video streaming traffic 
·  IP-TV Servers with broadband access subscribers channel surfing 
·  Playback of bespoke traffic patterns (Citrix client/server, SNA traffic, ERP 

transactions) 
 
for any desired combinations of : 
 

·  Throughput 
·  Connection Rate 
·  Concurrent Sessions 
·  Combination of Throughput, Connection Rate and Concurrent Sessions 



Testing Performance of Secure IP Networks               - 8 - 

 
 
 
The Bad 
 
The performance of the security device is benchmarked with normal application flows. 
Typically, this is done with minimum security features so the best performance possible 
is determined. In addition to the good traffic, diversifEye can generate several forms of 
malicious traffic that causes security devices to begin heavy processing. Like the normal 
subscriber traffic, diversifEye quickly generates a range of bad traffic, for example, 

 
·  Thousands of Emails with Virus Attachments 
·  Thousands of SPAM Emails 
·  Syn Flood Attacks against a server from thousands of attackers 
·  Syn Flood Attack where diversifEye responds with a Reset or Syn Ack 
·  Reflective Syn attack 
·  Various Fragmentation Attacks 
·  Ping of Death Attacks 
·  UDP, Ping and Reset Floods 
·  HTTP Attack Commands 
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Obviously, the good and bad traffic have very different performance objectives - ideally 
the good traffic is not slowed down by the security device and the bad traffic is blocked.  
 
With diversifEye, the user sees precisely how much bad traffic is passed through the 
device and how the good traffic is affected. In fact, using standard Class of Service 
settings, diversifEye shows the various levels of performance 

 
·  Percentage of malicious traffic that breached security 
·  Aggregate performance a high priority class 
·  Aggregate performance of the medium priority class (e.g. AF Class) 
·  Aggregate performance of best effort classes 
·  Response Time to download a Web Page of a particular size for several 

clients 
·  Time to Join an IGMP stream for one or more clients 
·  Number of times a Streaming Jitter Buffer empties due to network 

congestion 
·  Application goodput vs. network throughput 
·  Number of failed TCP connections 
·  Number of TCP retransmissions 
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·  Number of Out-of-Sequence packets 
·  Number Acknowledgments and duplication acknowledgments 

 
 

In summary, analysis of performance on a per client basis, gives the ability to measure 
 

·  Quality of Experience for thousands of users 
·  The performance bottleneck of the firewall 
·  Class of Service performance 
·  Network efficiency (Goodput vs. Throughput) 

 
 
The Illegal 
 
Finally, diversifEye can emulate the affect on performance of unwanted network traffic. 
Many security devices include additional features such as traffic monitoring and P2P 
(Peer-Peer) mitigation. Network appliances such as traffic shapers and bandwidth 
accelerators are keen to exploit this data. In addition to the good and the bad, diversifEye 
quickly determines the affect of unwanted network traffic. 
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Use Case Example – Firewall Performance 
 
diversifEye has been deployed in several networks where the performance of a particular 
security policy is tested. One common example is to test the performance of application 
servers. It is recommended the server is tested with and without the firewall and with 
various levels of protection. Therefore, four sets of tests are typically run 
 

1. Measure the performance of the service without the firewall 
2. Measure the performance of the firewall with no security policy 
3. Measure the performance of the firewall with security policies 
4. Measure the performance of the firewall under an attack 

 
where the performance objectives are measured in terms of user experience. 
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Baseline Network Performance 
 
diversifEye is configured to emulate various numbers of virtual clients to test network 
performance for maximum throughput, connection rate and concurrent connections. For 
all of these tests, a minimum user performance threshold is required.  
 
For HTTP, the selected URL must not take more than 1 second to download. For 
Streaming video and IP TV the performance requirements are typically much more 
stringent. A simple set of tests are created that contained an appropriate mixture of clients. 
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The results of the test are shown below: 
 
Number 
of 
Virtual 
Clients 

Test Client Types Bottleneck Success Rate 

2,000,000 Concurrent 
Connections 

SMTP, HTTP, 
P2P 

Memory 586,453 Open 
Sessions 

250 Connection 
Rate 

HTTP, 
Streaming 

CPU  20,421 
Connections/Sec 

10,000 Throughput  L3 Packet 
Blast 
and IP TV 
Clients 

Port 
Capacity 

Up to line-rate 

 
 
 
Baseline Firewall Performance 
 
The next step is to repeat the above test with a Firewall connected between the users and 
the servers. Again, the performance objective is to download a Webpage is less than one 
second. The results of the test are shown below: 
 
Number of 
Virtual 
Clients 

Test Client Types Bottleneck Success Rate 

2,000,000 Concurrent 
Connections 

SMTP, HTTP, 
P2P 

Memory 495,276 Open 
Sessions 

250 Connection 
Rate 

HTTP, 
Streaming 

CPU  14,762 
Connections/Sec 

10,000 Throughput  L3 Packet 
Blast 
and IP TV 
Clients 

Port 
Capacity 

Up to line-rate 
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A quick comparison with the baseline results shows a significant decrease in the 
connection rate possible. A slight decrease in the concurrent sessions was only necessary 
to maintain the Web performance objective. 
 
Next, a specific set of filters was implemented to detect and block Spam and Virus email 
messages.  
 
The results of the test are shown below: 
 
Number of 
Virtual 
Clients 

Test Client Types Bottleneck Success Rate 

2,000,000 Concurrent 
Connections 

SMTP, HTTP, 
P2P 

Memory 455,276 Open 
Sessions 

250 Connection 
Rate 

HTTP, 
Streaming 

CPU  7722 
Connections/Sec 

10,000 Throughput  L3 Packet 
Blast 
and IP TV 
Clients 

Port 
Capacity 

432Mbps 

 
 
 
These results show that the affect of this security policy was to decrease the effective 
throughput from 1 Gbps to 432Mbps. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Testing Performance of Secure IP Networks               - 15 - 

 
Baseline the Performance of Firewall during an Attack 
 
Finally, diversifEye is used to instigate a DDoS attack against a Web Server and the 
response of the Web server is compared with the benchmark set of results. 
 
 
With the tests, a client is configured to emulate a single HTTP 1.0 client, limiting the 
connection rate to three hundred connections per second. A second client is configured to 
generate a SYN Flood for a period of time. The attack begins two minutes into the test to 
prove a DDoS generates sufficient traffic to affect Web performance. Initially, the test is 
run with the firewall configured to pass all attack packets. 
 
 
 

 
 
 
 
The results above clearly show that the attack denies access to the WebServer. Additional 
statistics are available, such as the number of Web Server responses and the response 
time for the clients. 
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Finally, the firewall filters are re-enabled and the application performance is reassessed. 
The results of the test indicate that the firewall successfully mitigates against the attack 
without reducing the overall performance of the network and/or service. 
 
 
Number 
of 
Virtual 
Clients 

Test Client 
Types 

Attack Type Attack 
Packets/ 
Sec Sent 

Attack 
Packets/Sec 
Received 

Success 
Rate 

2,000,000 Concurrent 
Connections 

SMTP, 
HTTP, 
P2P 

DDoS Syn 
Attack 

100,000 0 455,276 
Open 
Sessions 

250 Connection 
Rate 

HTTP, 
Streaming 

DDoS 
Reflective 
Attack 

100,000 0 7722 
Conns/Sec 

10,000 Throughput  L3 Packet 
Blast 
and IP TV 
Clients 

Fragmentation 
Attack 

100,000 0 432Mbps 
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Conclusion 
 
The performance of modern IP networks is difficult to characterize with any given 
combinations of application, application loads and network settings. A slight change to 
one can upset the balance of the system. The addition of security devices increases the 
variability of IP network performance – an endless array of security policies can be 
created with an enormous affect on performance. 
 
 
A good method to assure the quality of a secure IP network is to emulate subscriber 
traffic and measure the end-user experience. The results are quite clear – good network 
security is possible but its price is performance. IP Application emulation and end-user 
performance measurements are the most efficient way to verify your network meets the 
performance requirements of your applications, securely.  
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