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Software Overview  

diversifEye™ integrated ‘Per flow’ emulation and performance analysis 

Shenick diversifEye is an integrated Per flow test solution that permits active traffic emulation and 
QoS/QoE analysis on a per subscriber basis, from a single chassis. Sample test applications include 
IPTV, Video On Demand (VoD), Telepresence, VoIP and high speed internet applications such as 
web, dns, email, P2P and TWAMP. The Per flow test approach is ideal for testing secure VPNs of 
TLS/DTLS/SSL/IPSec, diversifEye not only provides performance metrics around the secure tunnels 
but also the applications running inside the tunnel.  

diversifEye is used in ‘Per flow’ application emulation and performance analysis in many network 
environments including: 

·  xDSL ·  Cable 

·  xPON ·  3G & LTE 

 

 

 

 ‘Per flow’ Emulation and Performance Analysis 

‘Per flow’ application emulation with performance analysis, delivers real world proof of concept, 
demonstration and testing for Next Generation Networks. Per flow testing is further enhanced by 
the ability to emulate actual deployments of several thousand individual end points running many 
different application types, over common services such as DHCP / PPPoE / VLAN / secure 
VPNs as necessary.  
 
When it comes to reviewing performance of the device, system or network under live test 
conditions, ‘Per flow’ provides the necessary granularity to view each of the individual uniquely 
emulated end points application performance. That is, from the tens of thousands of emulated 
end points, it’s possible to select one end point and view the individual application performance 
in terms of activity and transmitted media flow quality e.g. (VoIP calling attempt activity 
performance and Voice quality - MoS).  
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‘Per flow’ Thresholding and Event Notification 

diversifEye is the only per flow test system with active test monitoring. Users of diversifEye can add 
performance monitoring algorithms to each and every emulated application flow.  

During live test runs the algorithm actively monitors the performance on the associated flow. When 
the flow's performance crosses the assigned threshold level an event notification is generated. In 
diversifEye there are two classifications of event types, one recording the actual violation and a 
second recording when the violation clears. 

 

 

 

diversifEye is used to test a number of devices, environments and services.  

The following table highlights just some of the test capability or uses of diversifEye - 

Access (DSLAM, FTTx, CMTS, WiMAX) Aggregation Switches/Router 
HeadEnd (IP video, VoD servers) IP Address Allocation – DHCP, PPPoE 
VoIP call managers IPv6 ( IPV6, Dual-Stack Lite, 6rd) 
Email, Web  DNS 
LTE ( SGW, PDN, eNodeB) Virtual Machines, devices deployed in the cloud 
DPI (Deep Packet Inspection), DLP (Data Loss 
Prevention) 

CMTS DOCSIS 3.0 / EuroDOCSIS 3.0, EdgeQAM 

Telepresence Firewalls 
Intrusion Detection/Prevention OTT Video Servers (Zeri, Smooth) 
TWAMP Secure VPN (DTLS, TLS, SSL, IPSec) 
WAN Optimisation DDoS / SPAM / AntiVirus 
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Software Layer 2-7 Overview 

 

All services and applications in diversifEye support both IPv4 and IPv6 

A diversifEye Test Module may support a mix of client and/or server applications using IPv4, IPv6 
and Dual-Stack Lite/6rd tunnels on a single interface port. diversifEye’s client applications are fully 
stateful and may also connect to real / external servers, as indicated below. 

 

Applications supported in diversifEye  

Broadcast Video 
   IGMP version 1, 2, 3 ..............................................................................client and or server, external 
   MLD version 1, 2 …...............................................................................client and or server, external   
 
Video on Demand 
   RTSP ……………….........................................................client and or server, external (incl. Proxy) 
   HTTP enabled RTSP …………………………………......................................................client only 
   SIP enabled RTSP ……………………………………......................................................client only 
 
OTT – HTTP adaptive streaming 
   Zeri / Smooth .……………….............................................................................................client only 
 
Voice 
   SIP and RTP calls …..............................................................................client and or server, external  
   SIP only calls …………………..........................................................................................client only  
   Dual Hosted IPv4 and IPv6 UAC .......................................................................................client only 
   Back to Back UA�(RFC3261) .…………….......................................................................client only 
   
Web 
   HTTP version 0.9, 1.0, 1.1 ...............................................client and or server, external (incl. Proxy) 
 
Email  
   SMTP ……………………....................................................................................client and or server  
   POP……………….................................................................................client and or server, external  
 
Data  
   FTP ………………………....................................................................client and or server, external 
   DNS ..………………………..............................................................................................client only 
   P2P ………………………….............................................................................................client only        
   P2P Replay ………………………….................................................................................client only 
 
Security Attacks 
   DDoS ...................................................................................................................attacker and listener 
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RTP Monitoring 
Unicast …..…......................................................................................................client and or external 
Multicast……......................................................................................................client and or external 
 

IP SLA  
   TWAMP …………………....................................................................client and or server, external    
 
Latency 
   Multicast ...............................................................................................................client and or server  
   Unicast ………......................................................................................................client and or server  
 
Playback 
   TCP Playback ……………...................................................................................client and or server  
   UDP Playback ………………………................................................................................client only 
   Raw Port Playback .…………………................................................................................client only  
 
IP Address Allocation 
   PPPoE ................................................................................................................................server only 
   DHCP version 4, 6…………..............................................................................................server only 
 
Secure Media flows 
   DTLS / TLS / SSL ........................................................................................................HTTP and SIP 
   IPSec IKEv1, IKEv2 .....................................................................................................HTTP and SIP 
 
Telepresence 
   Voice/Video….....................................................................................................................client only 
 
4G / LTE 
   GTP Tunnel….....................................................................................................................client only 
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Software Layer 2-7 Features 

diversifEye emulates stateful clients with real world functionality and features 

diversifEye software is easy to use, through the use of the GUI client new users of diversifEye can 
quickly learn to structure tests and be up and running with the tool within hours. The GUI client 
offers assistance with next step and validation messages. The GUI client simplifies the ‘Per flow’ 
test configuration by breaking down the layer2-7 configuration process into hosts (layers 2-3) and 
applications (layers 4-7).  

A Host represents a unique node in the network with its own Layer 2 attributes i.e. (Ethernet MAC 
address, VLAN tagging, L2 Point-to-Point configuration, etc.), and Layer 3 attributes i.e. (IP 
address, subnet mask, gateway address, etc).  

Applications and hosts are provisioned on a per unique basis or in a batch, saving time. Hosts may 
represent a unique or singular hardware device with unique MAC and IP address or as a subnet host 
with thousands of unique IP addresses. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Validation Messages – 
Wizard provides assistance when configuring the tes t 
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diversifEye "Applications" run on Hosts in exactly the same way that real-world software 
applications run on machines, (for example, a "browser" running on a "PC" would be represented in 
diversifEye as a "HTTP client application" running on a "host"). In the real world, multiple software 
applications may be running on a single device e.g. PC, Residential Gateway, CPE, etc. A key 
feature and benefit with diversifEye is the ability of a single host to run multiple applications at the 
same time. 

 

 

 

 

 
GUI client supports layer 2-3 host, layer 4-7 
application configuration, plus the addition 
of thresholding all within the same window 
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Host features diversifEye  

During live tests Hosts may be brought in and out of service without the need to stop the test. 
 
Host Features   

·  Configurable MAC addressing. 
·  Supports IPv4 or IPv6 addressing. 
·  Supports DHCP v4, v6 (complete with DHCP option parameters). 
·  Supports PPPoE (PAP CHAP authentication, IPCP settings). 
·  VLAN Tagging (specify Tag ID and priorities). 
·  Configurable TCP network characteristics. 
·  Host Start and Stop timing i.e. during test lifecycle start at time X and end at time Y. 
·  Activity Cycle Settings i.e. host cycles between active and inactive states. 

 

Application features diversifEye (Release 7.1) 

During live tests an Application may be brought in and out of service without the need to stop the test, 
independent of the Host. Most applications support per IP flow QoS (diffServ code point (DSCP/ToS). 
 
Broadcast Video    

·  Multicast Head End Server and Client emulation. 
·  QoS assurance with ‘per virtual IPTV viewer profile’. 
·  Per Client side Channel zapping. 
·  Per Client configurable jitter buffer sizes. 
·  Video/audio quality analysis. 
·  Video Codec support (JPEG, MPEG, H.261, H.263, H.263+, H.264, MPEG-4, VC-1, MPEG2TS). 
·  Audio Codec support (MPEG-1 Layer 1, MPEG-1 Layer 2, MPEG-1 Layer 3, MPEG-2 AAC, AC-3, 

MPEG-4 AAC, MPEG-4 Low Delay AAC, MPEG-4 High Efficiency AAC. 
 
 
OTT – HTTP adaptive streaming 

·  Client emulation. 
·  Connect to 3rd party servers (MS, Adobe). 
·  Parse real manifest files. 
·  Performance measurements per request. 
·  Configure interval profiles, with specified steps. 
·  React to Response Codes (404, 412, etc). 

 
 
Video on Demand 

·  Server and Client emulation. 
·  SIP enabled VoD. 
·  HTTP enabled VoD. 
·  QoS assurance with ‘per virtual VoD viewer profile’. 
·  Supports DESCRIBE, SETUP, PLAY, TEARDOWN. 
·  Supports trick play per client i.e. Fast-forward, Rewind and Pause. 
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·  3rd party Server interaction and authentication  
·  Per Client configurable jitter buffer sizes. 
·  Video/audio quality analysis. 
·  Video Codec support (JPEG, MPEG, H.261, H.263, H.263+, H.264, MPEG-4, VC-1, MPEG2TS). 
·  Audio Codec support (MPEG-1 Layer 1, MPEG-1 Layer 2, MPEG-1 Layer 3, MPEG-2 AAC, AC-3, 

MPEG-4 AAC, MPEG-4 Low Delay AAC, MPEG-4 High Efficiency AAC. 
 
 
Voice 

·  UAS and UAC emulation. 
·  Dual hosted IPv4/IPv6 UAC. 
·  Multimedia calling UAC. 
·  SIP SRTP secure media. 
·  Supports External SIP Servers/Proxies and IP Phones. 
·  SIP client register, initiate, accept calls.  
·  SIP Digest support for Authentication (Registration, Invite, Bye). 
·  Flexible port assignments for both SIP and RTP flows. 
·  SIP Batches for many User Agents with configurable Calling Lists. 
·  Calling activity with traffic profiling, such as busy hour calling attempts.   
·  Test call sustainability – Low number of SIP packets,  Large number of RTP packets. 
·  Test volume call rates – High number of SIP packets, Low number of RTP packets. 
·  Implement DTMF tests, with returned media performance analysis. 
·  Adjustable Jitter Buffer sizes on a per individual emulated UAC basis. 
·  Real or Configurable Voice Samples. 
·  Independent SIP and RTP Statistics.  
·  RTCP Support.  
·  Supports SIP RTSP enabled sessions. 
·  NAT Traversal (RFC3261). 
·  Voice audio quality analysis. 
·  Video quality analysis on multimedia calls. 
·  Configurable CODEC template with flexible Sample Period, Frame Size and Packet Rate. 
·  Preconfigured CODEC samples G.711u (PCM), G.711a (PCMA), GSM, G.723 6.3 kbits/sec (MP-

MLQ), G.723 5.6 kbits/sec (MP-MLQ), G.722 (ACELP), G.726-32, G.728, G.729, ILBC 13.33 
kbits/sec, ILBC 15.2 kbits/sec. 

 
 
IP Audio Broadcast 

·  Connect to IP based audio streams 
·  Performance and quality of streamed audio content. 
·  Multiple codec support. 
·  No reference analysis of audio codec. 

 
 
Web 

·  HTTP Server and Client emulation. 
·  HTTPS enabled clients. 
·  Per client configurable GET, HEAD and POST requests. 
·  POST with file attachments/MIME Encapsulation.  
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·  Basic Authentication support (Username/passwords). 
·  Per client configurable URL path requests. 
·  Per client multiple URL path requests. 
·  Random URL path requests using Substitution 
·  URL selection based on sequential, random or Zipfian distribution requests. 
·  Configurable HTTP Header fields. 
·  Randomization of header parameters using Substitution.  

 
  
 Email  

·  Server and Client emulation. 
·  Per client configurable message sets or mail lists. 
·  Per client email message with text and/or attachments. 
·  RFC2920 pipelining 
·  Support for inline file attachments. 
·  Support virus and worm attachments. 
·  Auto generated mail header, RFC 2822 compliant 
·  Random mail headers using substitution (millions of unique addresses and mail headers)  
·  Configurable Mail User groups    

 
Data  
   FTP 

·  Server and Client emulation. 
·  Per client Active and Passive modes. 
·  Configurable path requests. 
·  Configurable File resource request lists. 
·  Complete command set (get, put, cd, pwd, ls, system, bin, ascii). 
·  Per client configurable command list set. 
·  Per client basic server authentication. 

 
   DNS 

·  Emulate DNS request clients. 
·  Complete list of query types  (A, AAAA, ANY, CNAME, LOC, MX, NS, PTR, SOA, SPF, SRV, 

TXT) 
·  Use keyword substitution for query values 
·  Enable malformed queries 
·  Enable fire and forget (do not wait for responses) 

 
   
  P2P 

·  Emulate Peer Groups and Resource Lists. 
·  Per client resources with or without P2P Signature Files. 
·  Support capture files. 

 
   P2P Replay  

·  Replay P2P traffic with substituted headers. 
·  Per client configurable port TCP and listener. 
·  Per client configurable delays between conversations and peers.  
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Security Attacks 

·  diversifEye supports the provisioning of the following DDoS attack applications: 

�  SYN Flood - floods a specific IP Address with SYN packets. 
�  RESET Flood -floods a specific IP Address with RESET packets. 
�  UDP Flood - floods a specific IP Address with UDP datagrams. 
�  Ping Flood - floods a specific IP Address with ICMP echo request (ping) packets. 
�  ARP Flood - floods the subnet with requests for a specific IP Address. 
�  Ping of Death - sends ICMP echo requests to the specified IP Address. 
�  Teardrop Attack - sends a UDP datagram in 2 IP fragments to the specified IP Address.  
�  Reflective SYN Flood - sends a flood of SYN packets (i.e. TCP connection requests). 
�  UDP Fragmentation Attack - sends a single IP fragment that contains part of a UDP 

datagram to the specified IP Address. 
·  Spoof Mac addressing.  
·  Configurable attack start, stop timing. 
·  Configurable attack rates.  

 
 
 
RTP Monitoring 

·  Monitor media without signaling. 
·  Generate large volumes of RTP flows in the network. 
·  Supports full reference and no reference voice and video analysis. 
·  Process multimedia data delivered over either IPv4 or IPv6. 

 
IP SLA  

·  Emulate TWAMP Client/Sender and/or Server/Responder. 
·  Measure network latency between IP(v4 or v6) endpoints.  
·  Conformance test Client and/or reflector.  
·  Conduct Control/Test Sessions with Servers/Reflectors. 

 
Latency 

·  Client and/or server supported 
·  Generate multicast UDP packets. 
·  Generate unicast TCP and/or UDP packets. 
·  Time stamped, random payload generation 
·  Configurable multicast groups 
·  Configurable transmission delay. 
·  Per client latency performance measurements.    

 
Playback 
   TCP 

·  Emulate client and/or server. 
·  Replay TCP conversations from pcap or snoop capture files (>1Gb). 
·  Multiple file replay. 
·  Optional use of original timings contained within the pcap. 

 
   UDP 

·  Replay UDP/IP based packet captures. 
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·  Stateless protocol flow replay. 
 
   Rawport 

·  Replay whole capture file (or files) through a physical port on the Test Module. 
·  Configurable start and stop times. 

 
IP Address Allocation 
   PPPoE 

·  Configurable PPPoE address Servers 
·  Specify starting IP address. 
·  Specify range IP Addresses to be created and which are available. 
·  Authentication PAP/CHAP. 

    
   DHCP 

·  DHCP Server Support 
·  Stateless IPv6/DHCPv6 Support  

 
 
Secure Media flows 

·  TLS / DTLS / SSL encryption. 
·  IPSec - IKEv1, IKEv2 
·  X509 digital certificate support. 
·  Certificate Authority (CA) support. 
·  Generate and sign certificates/keys for test entities. 

 
 
Telepresence 

·  Emulate clients. 
·  Stateful functionality, connect meetings through 3rd party call managers 
·  Full point-to-point meeting capability 

 
 
4G / LTE 

·  Emulate stateful client applications in GTP tunnels. 
 
 
Full RFC compliant TCP stack 
   Configurable TCP stack parameters including the following: 

·  TCP Ramp Up to selected Rate of connections per second over specified time period  
·  Duration of flow 
·  Flow startup delay 
·  Per flow PDU capture capability 
·  TCP open/close handshake configuration 
·  TCP Selective ACKing 
·  Per port and per flow Rate Limiting 
·  Count of SYN's, ACK's.  
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IPv6 Test Full interworking IPv4, IPv6 and Dual-Stack Lite 
·  IPv6 client to IPv4 server 
·  IPv4 client to IPv6 server 
·  Support for HTTP, IGMP, SMTP, POP3, P2P, FTP 
·  ICMPv6 for TraceRoute & Ping 
·  Flow Labels & Traffic Classes (ToS <->Traffic class) 
·  MTU Detection & Reporting (ICMPv6 'Packet Too Big' detect and auto adjust stack MTU) 
·  RIPng advertise diversifEye virtual client and server IP addresses 
·  Multicast Listener Discovery (including MLDv2) 
·  Configure IPv6 softwire or tunnel session (AFTR <-> B4). 
·  Apply multiple unique stateful application traffic flows to each tunnel 
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USER INTERFACE, SCRIPTING, AUTOMATION AND REPORTING  

Java, Script (TCL), Jython User Interface with sample scripts and UI configurations supplied. XML 
test group, test tasks import/export function. Easily exchange test groups between users or duplicate 
test cases. 

diversifEye CLI (Command Line Interface) is an SSH session to the unit, which enables users to 
create, load, execute and save results from master-controller without the need for GUI client. 

The CLI is enabled with a complete set of commands which can be run as part of a shell script. 

JOB function for automated batch testing allowing any number of pre-configured scheduled test 
tasks. 

UNATTENDED TEST EXECUTION. Flexible work practices mean that Client can kick start test 
and then 'unplug' while test is running. Client can be reconnected in and out at any time to view test 
progress. Useful for long run testing over weekend or where flexible work arrangements are in place 
for users requiring multi location access. 

'Push-Pull' interface for remote control provisioning of devices under test using script, CLI, 
EMS/NMS, XML, CORBA, SNMP.  

Graphical and tabular performance statistics in real time or long run mode over hours, days, weeks. 
Statistics displayed on a per flow basis and/or in aggregate statistics view. 

Real Time Reporting. Statistics data collection on a per port, per service, per flow basis. Real time 
graphical reporting with configurable updates (down to 1 second update timing). Dynamic selection 
of reported variables for each analyzed flow in real time. Display multiple flow windows 
concurrently. 

CSV file generation on all test results for use by integrated reporting statistics package or utilized by 
third party processing methods. 

Full statistic reports summary package. Reports can be generated during a test or run in post test 
analysis mode. 
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Performance Analysis Software 

As an integrated solution diversifEye analysis reporting delivers in-depth reports in multiple formats 
pdf, csv and HTML format with index linked content under the following categories of output: 

·  General information describing the test. 

·  Detailed Test Configuration information covering Applications, Hosts, etc. 

·  Summary of various statistics for the test run. 

·  Time-series plots of various statistics on a per client. 
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Thresholding and Event Notification  

With Shenick’s per flow event notification, Operators can now input the critical failure parameters 
as part of a threshold algorithm. The threshold algorithm is then applied to the emulated application 
or host.  

During the active test run multiple violations may be recorded as they occur along with the 
generation of multiple event notifications. 

The threshold and event notification functionality is integrated as part of the award winning Java 
GUI client. Shenick’s thresholding can be applied on a per port, per host, per application flow basis. 

The threshold events can be used in conjunction with the CLI enabling scripting of further 
automation. 
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Shenick Network Systems 

North America: 533 Airport Boulevard, Burlingame, CA 94010, USA  
                              t: +1-650-288-0511 

 
Ireland:  Brook House, Corrig Avenue, Dun Laoghaire, Co Dublin, Ireland 
                 t: +353-1-2367002 
 

info@shenick.com  
sales@shenick.com 
 

 
Regional Support Email Contact Details - 

Americas: amer-support@shenick.com 
Asia Pacific: apac-support@shenick.com 
Europe, Middle East & Africa: emea-support@shenick.com 
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