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Functional Overview
diversifEye ‘Per flow’ testing of Next Generation Networks and Applications

diversifEye is a completely integrated Next GeneratNetwork test solution permitting active

traffic emulation for Quality of service (QoS) an@uality of Experience (QOE) analysis.

diversifEye’s test functionality is suitable for@igation and feature testing of IPTV, OTT, Video

On Demand (VoD), Telepresence, Voice over IP (Vohgh speed data (web, email, DNS, P2P,
FTP), TWAMP and testing secure VPNs of DTLS/TLS/8BEec.
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Figure 1 : diversifEye Stateful traffic injection & Perfromance Measurements

diversifEye emulates Stateful traffic flows

diversifEye emulates as close to real, client af goint activity and/or server responses. divesgfE
provides the ability to deliver not one but hundred thousands of stateful flows. The key strength
of diversifEye’s ‘Per flow’ architecture is the &ty to measure performance on each and every
emulated client or end point and on a per appboabasis.

A simple example of diversifEye’s ‘Per flow’ tesgimn action; is to emulate thousands of client side
devices or end points with multiple services inacttOut of the thousands of emulated flows, select
a random flow and measure the performance of tve fl

diversifEye’s stateful layer 2-3 host configuratiensures the emulated end point can communicate
with real services and servers. diversifEye’s hoséy use address assignment such as PPPoE and
DHCP. In addition, diversifEye offers Dual-Stackd_functionality. Other configurable parameters

at host level in diversifEye include extended fumtlity such as varying frame sizes enabling the
use of jumbo frames (9216 bytes).
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Figure 2 : Stateful layer 2-3 emulation
diversifEye utilizes a full RFC compliant TCP stack

diversifEye utilizes a fully compliant TCP stack, deliver real applications and activity. For each
emulated flow the layer 2-3 configuration may benfqured with unique TCP characteristics

settings such as Segment size, Buffer size, Acdbeeieceive Window size, etc. Also a number of
optional TCP behavior parameters such as delaydtsAGse of selective ACK, etc.

diversifEye is a flexible solution with configurabparameters and settings for each layer of the 2-7
model, enabling the emulation of real world acyiand application flows.
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Figure 3 : Figure 2 - Configurable layers and Protocols within diversifEye

Emulate Clients and Servers on a single port

On a single port within diversifEye, users may ogunfe both client flows and server flows or client
only flows with complete flexibility to change padesignation on the chassis.
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Per Service, ‘Per Flow’ offering per virtual user QoE testing

A key strength to diversifEye’s ‘Per flow’ architece is the ability to emulate real activity and
applications running on stateful layer 2-3 hogtsaddition, ‘Per flow’ permits multiple application
emulation on an emulated layer 2-3 host.

Consider a CPE device or end point with variouffitrélows such as IPTV, VoD, VoIP and data.
With diversifEye, users may emulate the CPE dewceend points with individual unique
parameters plus add the various application floWswever, the true power of diversifEye is
realized when the test is scaled to thousandsiqgfierCPEs and flows.
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Figure 4 : Stateful Activity and Application Emulation
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diversifEye is used to emulate the following apgiicns and model the appropriate network traffic
to measure statistics for each of the followingivital applications or combinations of these
applications on a network:

e IGMP e P2P TCP Playback e OTT

« MLD « TCP Replay « DNS

e RTSP e Latency e GTP Tunnels

¢ VolP e SMTP e DTLS/TLS/SSL

e Dual Hosted VolP « POP3 e IPSec (IKEV1/IKEV2)
* RTP « DDOS

* PPPoOE Server * FTP

e HTTP ¢ TWAMP

* P2P e Telepresence

Real time Event Notifications

diversifEye's Event Thresholding and Notificatiogature is integrated as part of the Java GUI
client, making it extremely easy to use. The awanthing Java GUI client's configuration wizard
makes assigning algorithms to each per flow apfdioavery easy.

In addition, the wizard holds a library of valid mes associated with each application in
diversifEye, removing the guess work when creatialgd expressions for threshold algorithms.

Figure 5 : Threshold Violation and Clearence Notifications in the Java GUI client
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Real time ‘Per flow’ Analysis

As an integrated solution diversifEye’s ‘Per floarchitecture provides performance measurements
on each and every emulated application flow.

Out of the thousands of emulated traffic flowss ifossible to select one flow and determine the
performance in terms of activity and the qualityleé media being delivered.

When it comes to reviewing performance of the dewc system under live test conditions, ‘Per
flow’ provides the necessary granularity to vieweteaf the individual uniquely emulated end points
performance. That is, from the tens of thousandsnuiilated end points, it's possible to select one
end point and view the individual application peni@ance in terms of activity and transmitted media
flow quality e.g. (VolIP calling attempt activity germance and Voice quality - MoS).

diversifEye’s ‘Per flow’ granularity enables in-dbpanalysis of individual subscriber Quality of
Experience (QoE), whereas Quality of Service (Qe%$lefined as the overall ability of a network to
provide resources for services requirements to e @oS cannot always guarantee end customer
satisfaction, and therefore there is a greater f@eQoE analysis.

Per Application Per Service Per Port

Per flow Performance Measurements Aggregate Performance System Wide Performance

Figure 6 : QoE 'Per flow' Analysis

diversifEye provides live reporting of results agular time intervals, right down to per second
analysis. Results are displayed in a results wingographical or tabular form. In addition to ‘Per
flow’ results can be captured on an aggregate grgivmg a view of the overall service quality.
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Extensive Post analysis reporting

diversifEye as an integrated solution provides li@tarage for the collection of test configurations
and statistics. The saved statistics are avaifableiewing, saving and analyzing at any time.

The Post Analysis reporting application generatasmsaries of test setup and results. The report is
available in a number of formats including jpegv,gsdf and HTML. In html, content is indexed
linked under the following categories of output:

General information describing the test.
Detailed Test Configuration information coveringppations, Hosts, etc.
Summary of various statistics for the test run.

Time-series graphs of various statistics on a |pentc

Figure 7 : Post Analysis Results
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Automation
Test Creation

Tests can be created using diversifEye GUI clien@lternatively through XML and scripting
languages such as Perl or Tcl.

In addition, diversifEye can be configured via an@oand Line Interface (CLI) over an SSH
session. Very large or complex tests are oftenrgéee through the CLI.

Figure 8 : diversifEye GUI client and Command line Interface

Test Execution

The diversifEye GUI client may execute tests magudl multiple tests or tasks are configured
within the GUI, diversifEye users have the optioruse the Jobs function. The Jobs function is used
to execute a series of tests or tasks such as gisalyurthermore the Jobs function may execute
external scripts.

Other optional test execution paths are via AP&hsas Tcl and Java. Both the Tcl and Java API's
allow full control over test execution, and alloasts to be taken in and out of service. Analysis ca
also be performed via the API's. The CLI interfatgo permits test execution.
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